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ITPOTOKO.JI

3aceaHus CEKIUH «ABTOMATH3HPOBAHHBIN YUeT 3JIeKTPOIHEPIrHH H yIpaBJeHHe
sjiexkTponorpedaennem» HTC EDC
o TeMe

®DaKTOopBI, BAUAIOIIME Ha (hYHKIIMOHAILHYIO HAJeKHOCTh (KUBYYECTh) IIM(POBBIX CUCTEM

19.10.2022 r. Ne 19 r. Mocksa

3aceqanue NpPOBOIMJIOCH B KOMOHHHPOBAaHHOM (popMaTe (0YHO H THCTAHIHOHHO).
IIpucyrcrBoBaam: 19 yenoBek (CMCOK MPUIAraeTcs)
Ha 3acenannu BbICTYNHJIA:

C BCTYHHTEIbHBIM CJIOBOM O paboTe ceKuuMd BBICTYNUI Anekcannap BacunbeBudy
IMoxarunoB - [IlpedcenmaTenp CceKUUMM «ABTOMATH3UPOBAHHBIA Yy4YeT 3JIEKTPOIHEPrMU U
yOpaBjeHHE OdJieKTponoTpeOsieHuemM». B ero BeiCTyIJIeHMHM OBUIO OTMEYEHO, YTO B
MPeJCTaBICHHOM, Ha PACCMOTPEHUE WIEHOB CEKLUMHU M MpUIJIAlleHHBIX, JOKJIaAe MpeaiaracTcs
paccMOTpeTh HOBBIM TOAXOA K  OOECMEYeHHI0 IKUBYYeCTH LUQPPOBBIX CHCTEM B
DJIEKTPOSHEpPreTHKEe, B TOM 4YHCJIE B YCJIOBHAX HeONarompUsITHBIX HMHPOPMALMOHHBIX
Bo3zeiicTBUil. B onpelieicHHOM YacTh JOKJIaJ pa3BUBAacT TeMbl, KOTOpbIe OBLIM 3aTPOHYTHI Ha
NpeIbIIyIeM 3aceJaHuH CEKIMU B TOKJIa/ie TIOCBSLIEHHOM METPOJIOTHMH LU(POBBIX CUCTEM.

Hoxnan «®axTopel, BIUSgIOMKME HA (QYHKIMOHAJIBHYIO HAAEKHOCTh (MKHBYYECTb)
mudpoBeix cucteM» (Ilpunoxenune 1) npeacraBun I'enrpuHoBuu EBrenmii JleoHuposuu,
Cogetnuk ['enepanpHoro nupekropa AO «HMHPoTeKCy».

AXTyanbpHOCTh TeMbl 00ycJIOBJIeHa (pyHIaMEHTaIbHOM LM(pOoBOi TpaHchopmaLuei Bcex
oTpacieBbIX OM3HEC MPOLECCOB B paMKax 3HepreTuueckoii crparernu Poccuiickoi @enepanyn Ha

nepuon 10 2035 roga. Crparerus npeanosaraeT CTPyKTYPHYIO EPECTPOMKY OTPACciH, B paMKax



KOTOpOM yrjepoJHas OHepreTuka jgononnsercs BHWD, passuBaercs wuH(pacTpykTypa
DJIEKTPHYECKUX  TPAHCIOPTHBIX  CPEACTB, a IapaulelbHO  00EecreuuBaeTCs  IPOLECC
HUMIIOPTO3aMellleHHs, HANpAaBJICHHBI Ha IPUOPUTETHOE  HCIOJIE30BAHUE  POCCHICKMX
texHonoruii. Iludposas TpaHcopmarusi OU3HEC-TPOLECCOB COIPOBOXKIAETCA BHEIPEHUEM
CEpBHCHO-OPHEHTUPOBAHHBIX TIATGOPMEHHBIX pelIeHHH, 00eCneYrBaloIMX IOBBILCHUE
MPOM3BOJICTBEHHOW  Oe3omacHOCTH M 3(P(EKTUBHOCTH  IKCIUTyaTallid  OSHEpPreTHYEeCKOoR
HHOPACTPYKTYPHI.

BaXHO OTMETHTb, YTO BOMPOCH! (PYHKIIMOHAIBHOM HAAE)KHOCTH (’KUBYUECTH) LIUGPOBHIX
cucteM, rae 6onee 80% cocrasisror UT-pemenns, TpeOyroT Oosiee NE€TAIBHOTO PacCMOTPEHUS.
Ilpu cpoke sKcIulyaTaimu 3HeprooobektoB 20-25 Jyiet, mpeayrajgate B KakoM oObeme OyayT
HPOMCXOANUTDh HAPYLIEHHsT HOPMaJIBHOTO (PyHKIMOHUPOBaHUA LIM(POBBIX CHCTEM, MaJIOBEPOSATHO.
ITosToMy ropazno 3ddexTuBHee neiicTBOBaTh IO aHAJIOTMU C AJITOPUTMAMM 3alllUTHl OT
KJIaCCHYECKUX HeOJIaronpUsATHBIX BHENMIHMX Bo3aedcTBUiA. K KiaccuyeckuM HeGnaronpusATHBIM
BHEIIHUM YyclioBHaM oskcrutyataimid (HBY) TakuMm Kak NpUpOJHBIE KATaKJIM3Mbl, OIIMOKH
NepcoHaa, MPOM3BOACTBEHHBIM Opak, (uU3MYecKHe OTKa3bl INPU HECOOIIONECHMH YCJIOBHH
SKCIUIyaTaluy, J00aBIWINCH OMMOKK porpaMmuoro oodecniedenus (I10), omubku nepconana npu
ero KOHQUIYypUpOBaHWHM, OTKa3bl CETH Mepedayd JaHHBIX, HECAHKIMOHUPOBAHHOE
BMELIATEILCTBO B nporiecc skcrutyatauun [10 u 1.1 W ecim ¢ kinaccnueckumu HBY paboraror,
IyTEM Pa3IFYHOTO POJia aTTecTalyii 000py10BaHNs U IIEPCOHANIA, 4 TAKXKE IOBLIIIEHUEM YPOBHS
JUCIAIUIMHEI SKCIUTyaTalliy, TO OMacHOCTh HOBBIX THIIOB HBY, moka eme gaxe He MOJHOCTEIO
OCO3HAeTCs, YKe He TOBOPS O TOM, 4TOGEI 06eCTIeunBaTh MEPBI 10 UX MPEAOTBPALICHHUIO.

Pemienviem s uHdopmammonHeix HBY  Mmoryr crath  cnenuanusvpoBaHHEIE
BCTpaMBaeMble PELICHUS, TMO3BOJIIIONIME OOECHEUYUTh PEaIM3alHI0 JOBEPEHHBIX aIrOPUTMOB
KOHTPOJIA KOPPEKTHOCTH pPabOThl B HOPMAIBHOM peXuMe (YHKUHOHMPOBaHUA ILM(PPOBBIX
cucteM. HMcrnonp3oBaHue AaHHBIX alrOpUTMOB Oyner obecneuuBarh Heiirpanusamuio HBY ¢
UHGOPMAIMOHHON COCTABNISIONIEH, COXPaHss IPU 3TOM BO3MOXKHOCTh 00ECHEYEHHS OCHOBHBIX
OusHec-ycayr. Ha ux Gase Oymer QopMmupoBaTthes, Tak HasbiBaeMas, KHOEpyCTOHYMBOCTH
urGpoBbIX permeHnit. OTHOCUTEIEHO HOBBIM TepMUH «KuOepycTOHYMBOCTB» MOXKHO ONPEAEIIUTD,
KaK CIOCOOHOCTh TIPEJIBUAETh, TMPOTHBOCTOSTH, BOCCTaHABIMBATBCA M aJallTHPOBAThECA K
HeOJIArONpPUATHBIM  YCJIOBHSM, CTpeccaM, KOMITBIOTEPHBIM OIIMOKaM WIM KOMIIPOMETAaLHUU
CHCTEM, BKJTFOUYAIOIINX HH(OPMALIMOHHBIE PECYPCHI.

AHanu3 NOTEHIMAILHO BO3MOXKHBIX HH(MopMaimoHHbix HBY ¢ pa3paboTkoii mTaTHBIX
aJITOPUTMOB PeardpoBaHUS HAa HUX JIOJDKEH OXBAaThIBaTh BECh XKU3HEHHBIN LUK NPOAYKTOB U
CHCTEM OT MPOEKTUPOBAHMS U3/ISJTUS/CHCTEMBI 10 3aBEPIICHUS CPOKa SKCILTyaTaluy HU(poBoro

PEIICHM, B COCTaABE KOTOPOI'0, 3TO m3aeane/cucTeMa TNPUMEHACTCA. B MG)KI[yH&pOL[HOﬁ MpaKTUKE

2



JUIS 3TOro TIpollecca MCTMONb3yeTcs TepMUH Security-by-design. DTOT TepMHH HOApa3syMeBAeT
BOBJICYEHHOCTh HEMOCPEJICTBEHHO pa3paboTyrka M MPOEKTUPOBINMKA HUGPOBBIX pemeHud. C
YUETOM O0COOEHHOCTeM TpeOOBaHMI K MCIOJIb30BAHUIO CPENICTB KpUNTOrpaduuecKod 3allluThl
undopmaimu (nanee — CK3W) B PO, 3apaueii komnanuii-pazpabotunkos CK3H, ctanoBurcs
MpeaoCTaBJeHHe HEeOOXOJUMOro CepTH(QUIMPOBAHHOTO WHCTPYMEHTapus, M pelIeHH
MOCTaBJIEHHBIX 3ajad.

3ajaua obecriedeHus KUBYUeCTH IMPPOBBIX CUCTEM MHOrocyoiHa. OauH U3 ypoBHeil -
3alUIIEHHAs BUPTYaAIbHAs TeJIEKOM MHPPacTPyKTypa, 00eceqUT 3alUuTy KOMMYHHKAIMOHHOM
cocTaBJIsIIoNIEeN UdpoBoii s3kocucTeMbl. dDaarMaHckoi pa3padboTkoit komnanuu «MHPoTeKC»
saeisetcs mmatdopma ViPNet — ruOkoe pemienue Ui MOCTPOSHUS. BUPTYaJIbHON 3aIlUIEHHOM
CeTH I TEPPUTOPHAIBHO pacnpelesieHHbIXx 00bekToB. Ceromns ViPNet — 3To camad
MaciuTabupyemas ¥ HalekHas [UiaTrpopMa Ha pPOCCHHCKOM pBIHKE WH(OpPMaLMOHHOM
6esomacHocTH. EcTh ombIT co3ganusa coOcTBeHHOUM MHGpacTpykTyphbl B Buae NVF dynxumii, a
Takke UWHTerpauu ¢ AmaszoH, Azure, Yandex etc. ONBIT HMHTErpalid C MNEPBUYHLIMM
ycTpoiictBamu, B ToMm uucie, Siemens, Wago, Phoenix Contact, B ctangaptHeix Docker
KOHTeMHepax W c psgoM poccuiickux mnpoumsBoautened I1JIK, nemocpenctseHHo B JImHykc
okpyxenue 1TJIK.

Bo BcrpanBaembix CK3U npencraeneno ceprudunuupoanHoe pemenue ViPNet SIES, nis
HCIIOJB30BaHUS B KauyecTBe MHCTpyMeHTa oOecredyeHus »xuBydecTd. SIES mpengHasHavyen i
' BCTpaMBaHHMS B KOMIIOHEHTHI aBTOMATH3MPOBaHHBIX cucteM ympasienus (ACY), ACVTII,
MPOMBIIUIEHHOTO MHTEPHETa Belleil M CUCTEM MeKMaIllMHHOro B3aumoneiicteusa (M2M). B SIES
peai30BaH KpHUNTOrpadUIeCcKuii MPOTOKOJ, KOTOPBIH COOTBETCTBYET HOPMAaTUBHOMY JOKYMEHTY
P 1323565.1.029 2019, uyro obecredynMBaeT OTKPBHITOCTH DEINCHMS, B KOTOpOE MOIYT OBITH
HWHTETPHUPOBAHBI CK3U1 TOOBIX MIPOU3BOIUTENEH, MO A/IeP>KUBAOLIHE JTaHHBIA
CTaHIAPTU30BaHHBIA KpHITOorpaguyeckuii MpOTOKO. Pelnenve TpexypoBHEBOE, Ha HIKHEM
ypoBHe — 310 cepruduumpopannsie I[IAK s BctpauBaHua B pyHKIMOHAIBbHOE 000pYJOBaHHE.
WX WCHONB30BaHME  I03BOJIAET  MPEJNOCTaBUTH  pa3paboTuuMKy Habop  cTaHIapTHBIX
kpunrorpapudeckux GyHKIMHA 111 npoTuBojekcTBUs uH(opMmauuonHsiM HBY. Pemenue
IOJTHOCTBIO MTACCHBHO M HE BIIUAET Ha paboTy OCHOBHOrO (yHKIMOHaa. Kpunrounun nosposnser
obecreunTh MoIEPIKKY Bo3MoxkHocTei mpumeHeHuss CK3H yxe Ha ypoBHE TaTYHKOB.

Harnsouelii npuMmep, Korja oTpacieBble TpeOOBaHMS OKa3bIBAIOT BIMSHUE Ha
peryiMpoBaHHe B CMEXHBIX OTpacisaX. Tak OpIJI0O € MEXIIOBEPOYHBIM HHTEPBAJIOM
U3MEPHUTENBHBIX TpaHC(HOPMATOPOB TOKA M HANpPKEHUS IIPU 3aIlyCKE OITOBOIO PpHIHKA

QJICKTPOSHEPIUH, TEIIEPh aHaJIOTUYHBII TIpouecc NMporucxXoauT B 4aCTU U3MCHCHHUA AOITyCTUMOI'O



CpoKa XpaHeHHs Kpunrorpaduueckux Kio4ed Ha kpunrouune. s cHpaBKH, KJIACCHYECKHE
TpeboBanmia k CK3U mpemnosiaraloT e;xeroiHy0 3aMeHy KIII0Yeil Ha KOHEYHOM YCTpPOMCTBE.

ViPNet SIES Core Nano — 3T0 MOJHOCTBEO poCcHiickas pa3paboTKa, KOTopas MO3BOJISET
3HAYUTEIFHO YMPOCTUTh DKCIUTYaTalMI0 TEPPUTOPHAIIBHO PACIpElEeNIeHHBIX CHUCTEM, 3a CUET
MPOIIMBKH KITFOUEBOUM MHGOPMALIM B KPUIITOYMIT HA BeCh CPOK ciyxO0bl m3aenus. Celidac et
npouecc cepTuduKaLyy.

Ecou paccmatpuBare MCYD, Kak OOUH M3 BapHaHTOB CHUCTEMBI IIPOMBINLUIEHHOIO
WHTepHeTa Bemiell, To npumeneHne SIES Takke TNO3BOJIMT CYIIECTBEHHO IIOBBICUTH
SKCIUTYaTallMOHHYIO Ha/IeXHOCTh co3daBaeMoil cucteMbl. Hu3kasg cTOMMOCTH KPHUIITOYUIIA U
BO3MOXKHOCTh XpaHeHHus Kiodel 10 16 nert, obecrieunBaeT 3¢ PEKTUBHOCTh €I0 MHTETPALMH C
npubopamu ydyera mis UCYD. MHTerpalms U 3arpy3Ka Kitodeil B KpUnTouu 0y 1eT NpoUCcXoIuTh
yKe Ha 9Tare MpOu3BOJCTBA MPUOOPOB yUyeTa, TEM CAMBIM CHUMAs 3TU BONPOCH! C 3aKa3uMKOB.
Ha orame omeiTHO-mpoMbImieHHOM  skcmmyaranuu  HMCVYD  mpemycMoTpeH  mpouecc
HHUIMATU3aIIU KJITFOYEBOM CUCTEMBI YKe BCErO PEIeHHs B LIEJIOM C MPUBA3KOH K KOHKPETHOMY
00BEKTY DKCILTYaTaluH.

Tak kak nporecc uarerpaima CK3U SIES B KOMNOHEHTH! UG POBBIX SKOCHCTEM TpeOyeT
BPEMEHHBIX W PECYpCHBIX 3aTpaT OT MPOM3BOAMTENICH TaKMX KOMIIOHEHTOB, HEOOXOIHMO
OpraHu3oBaTh GOpPMHUPOBaHHUE OTPACICBO HOPMATHBHON OCHOBBI AJI1 0OecledYeHus )KUBYYECTH
MUPPOBBIX BKOCHUCTEM, OCHOBAHHON Ha aHalM3e PUCKOB CHIDKCHUS (DYHKLIMOHAIBHOM
HaJIe’)KHOCTH, Ha BCEX 3TAlax KU3HEHHOTO LIUKJIa UX KOMITOHEHT.

Byaymee mudpoBoit TpaHchopMaLUK B AIEKTPOIHEPTETHKE 3aBUCUT OT TOT'0, HACKOJIBKO
OpICTPO M 3(PGhEKTUBHO YyHAcTcsd PEemATh BOMPOCH (YHKUMOHAIBHON HAaAeKHOCTH M
0e30MacHOCTH, BHEJIPAEMBIX pelleHHHd. OTo HampaMyro OyneT BIMATh Ha JOCTIDKCHHE,
3asABJICHHBIX [OKa3aTeJld SKOHOMHYECKOH 3(dekTuBHOCTH 1MpoBOH TpaHchopMaluyu B
OTpaciiy.

B oGcyxnenun 10K1a1a NPAHIA yIacTHe:

IIpenctaBurenu AO «MupoTeKC», AO «HTI[ ®CK EDC», ®I'bY «BHHUHUMC»,
Accommarms «HIT Coger peiaka», ®I'BY «Poccuiickoe sHEpreTH4ecKkoe areHTCTBO» MUHYHEPro
Poccun. Bbutr MOAHATHI U 00CY>KAATKCH CIIEAYIOIKE BOIPOCHL

0O0603HaYMIU 1IeNIeco00pa3HoCTh TuddepeHIMpoBaTh ONpeNeeHNs TAKUX TEPMUHOB Kak
(YHKIMOHAJIGHAS ~ HAJIGKHOCTH, 0Oe30macHocTh, uBydYecTb. OOpaTWiM BHUMaHUE Ha
HEOOXOJUMOCTh TIEPECMOTPA ITOIX0/1a OIICHKH HA/IS)KHOCTH LU(POBBIX PEIICHUH C y4€TOM pocTa
HH(OPMALIMOHHOM COCTABJIAIOIIECH MpUMEHAEeMBbIX peleHud. OTMeTHWIM TOT (aKT, 4To It
obecrieueHnst QyHKUMOHAIBLHON HAAEKHOCTH M WH(GOPMAIIMOHHOI 6€301macHOCTH MOTYT OBITh

HCII0JBb30BaHbl OJHH U TC K€ HHCTPYMEHTEI, YTO obecrieuuT CI/IHepFETI/I‘{eCKI/Iﬁ BQ)(I)GKT.

4



PekomeHmOBasiA, IO BO3MOXHOCTH TepeliTH Ha HCIIOJIb30BaHHE  POCCHUICKUX
ab0peBUaTyp/TepMMHOB  BMECTO HMHOCTPAaHHBIX, B paMKaX pPa3BUTHS TPOLECCOB IO
UMIIOPTO3aMEIEHHI0, BO BHOBb CO3J3aBae€MBIX NPOAYKTaX, a TakkKe Heo0XO0IUMOCTU
KOHKPETH3allMi paHee 3aMMCTBOBAHHBIX HHOCTPAHHBIX TEPMUHOB C IEJIBIO €IMHOTO TTOHUMAas UX
3HAYEHUSL.

C NOMOIIBIO MPEIOKESHHBIX MEXaHU3MOB, MOYKHO 00eCTIeYMBATh 3alIUTY MH(OPMALIUH,
PeryJIMpoBaTh JIOKAJBHBIN (pU3MYecKuii JOCTYI K KOMIIOHEHTaM IU(QPOBBIX PEeIIeHHA, TIPOBEPATH
KOPPEKTHOCTh KOH(HUrypammu (4TO OHa TOJdyueHa HMEHHO M3 HYKHOTO MCTOYHHKA U
COOTBETCTBYET TPeOOBaHHAM), IPOBEPATH KOPPEKTHOCTH MPUMEHSIEMBIX PACUETHBIX aJITOPUTMOB.
Hampumep, cosmectHo ¢ HUY MDOMU ecTe HapabOOTKM A1 HOBOTO TIOKOJICHHUS TEPMHHAJIOB
peneHHOM 3aluThI.

B wuyactm omnweita BHeapenus SIES B HMCYD oOTMETWIM UHTETpaUMiO C  PSAOM
TIPOU3BOJIUTENEH KOHTPOJUIEPOB (I/IBKS). Poccuiickas kommnanus «3aBoa Haptuc» (modepHss
koMnanus «MHTep PAO») miiaHupyeT BbIMYCK KOHTPOJUIEPOB U CUETYMKOB 3JIEKTPOIHEPTMH IO
npoektsl UCY 3, mpoBeieHO BCTpaBaHKE, COBMECTHO COTTIacOBaHO ¢ Peryiaropom TeXHUUECKoe
3amanne mo BcTpamBanmo CK3U B KoHTpouiep, MAYT HUCHBITAHUS B CepPTH(QUKAIIMOHHOMN
naboparopun. Ecte creHapl ¢ kommaHuedl «CHCTeMBl W TeXHONOTMH» (T. Bramumup), uayt
paboTHI ¢ PSAIOM MPOU3BOAUTEINEH CUETINKOB JIEKTPOIHEPTUH.

ITo nadopmaim rosryyeHHoit B ®I'BY «BHUVIMC» B paMKax BBINIOTHEHUS TTOPYUYESHHS
IToctanosnenus IlpaButenscrBa P® ot 19 mrons 2020 r. Ne 890 «O mopsiake mpenocTaBlIeHUsS
JOOCTYNa K MUHUMAJIbHOMY Habopy QyHKIMI MHTEIUICKTYANbHBIX CHCTEM Y4eTa SJICKTPUECKOM
sHepruu (MouHocTH)» MunsHepro, Munuudpa u @Cb nposenn cOOTBETCTBYIOIINN aHATIN3 T10
MOMCKY pelleHui kpuntorpadudeckoit 3ammrtel nHbopMmauun MCYD. 3akmoueHre MoKasao,
YTO NPOU3BOOUTENIM HE TOTOBBI JaTh pEIEHHWE IO CHUCTEME KPUNTOrpadUyuecKol 3alluThl
undopmaiu s UCY 3. Io undopmaimu ®Ch Pocenn, A0 HacTOSAIIEr0 BpeMEHH MaTepUabl
M0 TEMAaTHMYeCKHUM HCCIIEAOBAaHUAM OT CHELMAIM3UPOBAHHBIX OpraHu3alyii, Npou3BoIUTENeH
CK3H pgnsa YCIIA u npomspogureneit YCIIJ na skcneptuzy B @Cb Poccuu He MOCTYIMAIH.
Taxum o6pazom, cpoku 3amycka npomsozcTea Y CII/] ¢ ucronp30BaHuEM cepTUPHUIIMPOBAHHBIX
CK3M po HacTosmiero BpeMeHHM He ompefneneHbl. ba3oeas Monenp yrpo3 ©0e30MacHOCTH
WHpOpMAIMU TOAJIEKHUT TIepecMOoTpy B cpok 1o 31 mekabps 2023 r. B yacTH HCMONB30BaHHs B
npubopax yuera snexrpuyeckoit sHeprunt CK3HU, cepruduimposanusix @Ch Poccun.

I'otoBeie BcTpamBaembie CK3M He moctaTouHOE yCiIOBHE IS TOTO, YTOOBI CTaTh YacThIO
cucteMbl. [y MX BHeIpeHUs: He0OXO0AUMO BpeMsl, TIOAT0TOBKA JIIOJIEH, a OTOM M u3jienuid. EcTb

pasnble noaxoael no BHeapenuro CK3U, B cBs3u ¢ yeM Ha ypoBeHb npousBoaureneii (MBKD,



NpUOYpHI y4eTa 3JeKTPO3HEPTHH) MOCTYNaeT NMPOTHUBOpeunBas HHGopMaLys no TpeOoBaHUSIM K

CUCTEME U ee KOMIIOHEHTaM, YTO YCJIOKHIET paboTy U CPOKH pealiu3alvii pelieHHH.

OnHa 13 OCHOBHBIX IIeJIeH OKIaa - 00paTUTh BHUMaHHE Ha HEOOXOIMMOCTh pa3paboTKH

OTpaCHCBOﬁ HOpMaTHBHOﬁ JOKYMCEHTAlUHH, Oe3 KOTOpOﬁ HEBO3MOXKHO pa3BUTHE O3BYUYCHHLIX B

JOKJIAaJe PELIEHUN.

B uensgx moBbIIeHHS OOMIETO YPOBHS HANEKHOCTH M 0€30MACHOCTH MPEIJIOKIIIN

KJIaCCUYCCKUE PEKOMEHAAIMN OJid MOBBIIICHUA (IJYHKI_[HOHaJIbHOﬁ HaaCXKHOCTHU ()KI/IBy‘-IeCTI/I)

I.II/I(prBBIX CHCTEM:

ApXUTEKTypa CUCTEM [OJKHA MMETh BO3MOXKHOCTH J€JIEHHE €€ Ha "OTCEeKH', KOTOpPbIe
€CTeCTBEHHBIM 00pa3oM HM30JIUPYIOT ee OT paclpoCTpaHEeHHUs aBapud WM JeHCTBUs
KHOepaTaky 10 Beell CTPyKType.

B 3aBUCHMMOCTH OT BaKHOCTH peraeMbix CUCTEMOM 3a1a4, €€ OKpY>KEHHS U ONlepaTUBHOMN
oOCTaHOBKE Ha OOBEKTaX, CJIEAYyeT WMEThb TOPSYMi, TEIUIBIA WIM XOJIOJHBIA pe3epB
uupoBeIx Moaysiel. OHu OyayT MOAXBAaThIBATH 00OpPYIOBaHHE, BBIXOMASIIEE M3 CTPOS
WIH BBIBOAMMOE M3 SKCIUTyaTalliH, J1s1 COXPAHEHHUS LEJIOCTHOCTH CUCTEMBI.
[leproanveckoe apXMBUPOBAaHUE YHUKAIbHON M KpPUTHUECKOH MH(OpPMAaLMH B cUCTEME
Ha OTJAEJbHbIE HOCUTENM, KOTOpbIE M30JUPOBAaHbl OT UHTEPHETA U MHTPAHETA C LIEJIbIO
YMEHBIIeHHsI BEPOSITHOCTH BO3AEHCTBUS HA UX pe3ysbTaTax KHOepaTak.

Cosz(al-me (bI/ISI/I‘IeCKI/IX MCIKCETEBBIX SKPaHOB BOKPYT BaXXHBIX CEPBEPOB CUCTEMBI.

3acaymaB BbICTYyIIEHHe H 00Cy:KIeHHe CeKIHf <«ABTOMATH3HPOBAHHBIH Y4&T

3JIEKTPOIHEPrHH H yupasjeHne djiekrponorpediaennem» HTC EIQC ormernaa:

v

He cMoTps Ha 4eTKylo rpaHb MexXX1y HH(OPMaLMOHHON 6€30I1aCHOCTHIO U HAJEKHOCTBIO
paborocrnoco6HOCTH LMGPOBOH CUCTEMBI, AJI1 MX 00ECHIEYEHUsT MOXKET HCIIOJIb30BaThCs
OJIHU U Te e MHcTpyMeHThl (CK3N).

BaskHOCTb M aKTyaJIbHOCTh PacCMaTPUBAEMBIX B IOKJIaJ€ BOIPOCOB.

3acemaHue OCBEUIEHO B JKypHalle JkypHaln «OnekTtposHeprus. [lepemaua u
pacmpeneneHue»:  https:/eepir.ru/new/vstraivaemye-algoritmy-kak-zalog-ustojchivosti-

cifrovyh-sistem/.

CEKlﬂlﬂ ((ABTOMaTHCinOBaHHbIﬁ yuer 3JIEKTPO3HEPIruH H yYupaBJieHHE

sexkTponorpedaennem» HTC EDC pemnia:

1.

Pasocnate yTBepxkneHHbIH [IpoTokosn 3aceiaHus ceKLuu B:
e  MunsHepro P® (3amecturento Munuctpa I1.H. CHukkapcey);

e  Munnpomtopr PO (3amecturento Munuctpa B.B. 11Inaky);



o  Muniudpsl PO (3amecturento Munuctpa A.M. lloiitoBy);

e Pocrexnamzop PO (Pykoroauremno A.B. Tpembuiikomy);

e AO «CO E3C» (Ilpencenaremo [IpaBnenus @.}O. Onaguemy)

Y TPOCUTh B LIEJISIX JOCTIKEHUS, 3asABJICHHBIX ToKazatenedl d(dekTuBHOCTH U 0e30macHOCTH
MG poBoii TpaHcHOpPMAIIMK M UMITOPTO3aMEIICHHUS B SJIEKTPOIHEPreTHKE:

1.1. opranuzoBath pabOTHI MO PACCMOTPEHHIO TIPEIOKEHHUH 00eCTeYNBAIONINX
Ha/Ie’)KHOCTh LU(POBBIX pEIIeHUI TpH paboTe B YCIOBHAX HEOIAronmpUsATHBIX
BHEIIHUX HMH(OPMAIIMOHHBIX BO3JEHCTBHIM, YUWTHIBas, YTO 3TH MPEIJIOKEHUSL
TaKKe TIPUBEAYT K COKpAIEHMIO 3aTpaT Ha obecrnedeHue O€30MacHOCTH
KPUTHYECKOW MHPOPMAIMOHHOW HHQPACTPYKTYpHI TPH BHEAPEHUHM LHU(PPOBBIX
CHUCTEM U UMIIOPTO3aMEUIEHMH, T.€. ABJIAIOTCH IKOHOMUYECKH BbII'OJAHBIMU;

1.2. nng1 popMupoBaHus HEOOXOOUMOTO KaJPOBOTO TNOTEHIMANa U TOBBIIICHUS
KayecTBa  TpeNymnpexaeHHs W paccliefloBaHUS  TPUYMH  aBapuii B
3JIEKTPOSHEPTETHKH TIPEy CMOTPETh:

1.2.1. mogarotoBKy u BHeceHue n3MeHeHui B [locranoBnenue IlpaButensctea PO
No 846 ot 28.10.2009 «O6 ytBepxaeHuu I1paBuit paccieoBaHUs MPHYHH
aBapMii B DJIEKTPOSHEPTeTHKE» B YacTH KAacaloUIUXCS WCCIeIOBaHUS
BJIMSIHUS HEONaronpusATHBIX BHEITHUX WH()OPMAIIMOHHEIX BO3JEHCTBUIN Ha
npolecc, B pe3yjbTaTe KOTOPOTO MPOM30llia aBapHus Wid ObLIa co3JaHa
aBapMifHas cUTyalus, C Ha3HAY€HHWEM B KOMHCCHH IO PAaCCIIEeJOBAHUIO
aBapHii, ClIeLIMAINCTOB, UMEIOIIUX HEOOXOIUMYIO KBaTHU(PUKAIIMIO;

1.2.2. co3maTe MeXBEJOMCTBEHHYIO pabodylo Tpynmy 1o (OpPMHPOBaHHUIO
TpeOOBaHUI K HUPPOBHIM PEIICHUSIM, HX KOMITOHEHTAM M KOMITETEHIUSIM
CIIEIMaJTUCTOB,  HEOOXOAMMBIX B  mporleccax  MPOEKTUPOBaHMA,
TPOM3BOACTBA, 3aITyCcKa B SKCIUTYaTaLUI0, 00CTYKUBAHUS M MOJEPHHU3AIIH
JI0 MOMEHTA ITOJIHOTO CITMCAHUS M YTHIM3AIMH CO BCEMH HAKOIUIEHHBIMHU
JaHHBIMHM, a Takxke TpeOOBaHMH K KOMIBIOTEPHOMY MOIETHPOBAHHIO
UMQPOBBIX CHCTEM M UX MHPOPMAILMOHHOTO OKPY>KEHHS C MPOBEJICHUEM
BHPTYaJIbHBIX WCTIBITAHUI B KPHUTHYECKHX CLIEHapUSsX,
MpelyCMaTPUBAIOLINX KOMOHWHAIMM HMH()OPMAIIMOHHBIX, TeXHOTEHHBIX H
MIPUPOTHBIX BO3JEHCTBHIA.

2. HanpaBute yTBepxkneHHbIH [IpoTokon 3acemaHusi cexuum B Pabouyio rpymmmy
«Mertponoruieckoe obecrieueHre HUPPOBBIX MOACTAHIMIA» TpU DeepaTbHOM areHTCTBe

M0 TEXHMYECKOMY peryiupoBaHuio u Merponoruu (PocctanmapT) ¢ mpocw0oif



paccMOTpeTb HE0OX0AMMOCTh IPUMEHEHHS] BCTPaBaeMbIX CEPTU(HULIMPOBAHHBIX CPEACTB
KpUNTOrpagMuecKoi 3alIMThl B LENsX:
® KOHTpOJIS ayTEHTUYHOCTH HMH(POPMALMOHHBIX AJTOPUTMOB, MCIONb3YEMBIX IS
(OpMHPOBaHUS N3MEPHUTENILHBIX BEJIMYWH;
e 1M(POBOro KOHTPOJIS JOCTYIA K CPEACTBAM M3MEPEHHIA;

e JIETUTUMU3ALMU LU(DPOBBIX U3MEPEHH B CIIOPHBIX CUTYaLHIX.

IlepBslii 3amMecTHTENB NpeAceaaTens IIpencenarens cexuuu
Hay4Ho - TexHUUeCKOH KOJIeTUH «ABTOMAaTHU3UPOBAHHBIH y4eT
HIT «<HTC EDC», a.1.H., ipodeccop 3JIEKTPOIHEPIUU U YIIPABJIEHUE

3EKTPOTIOTpebIeHUEM »,

HIT «<HTC EDC», K.T.H.

. B. Moaoaok A.B. IlokaTnjos

VueHslli cekpeTapb HayyHO- V4eHbIi| ¢ekpeTapb CEeKLUH

TEXHUYECKOH KOJIJIETuu «ABTOMaTM3UPOBAHHBII y4eT
HIT «<HTC ESC», K.T.H. 3JIEKTPO3HEPIUU U yIIpaBIeHUE
/ ANIEKTPOTIOTPEeOTICHUEM »,
(e e kS HIT <HTC EXC»
Hgl Hcamyxamenos A/ﬁ - E.IO. EBenok



Cnucox YYaCTHHKOB 3aceJaHUA CCKIIHH «ABTOMaTlflCﬂlpOBaHHlﬂﬁ YUeT 3JICEKTPOIHEPIruu u

yupasjenue yiekrponorpednennem» HTC EJC, cocroapmerocs 19 okrsaopa 2022 roga

Anxonun Usan I'ennagseuu, AO «MHD0oTeKC», npurnameHHbIiA.

Bonpmakos Oner Bagumosuy, OnekrposHeprerudeckuii Coet CHI', unen cexkuumm.
Bunorpaackuii Poman BsaecnaBoBud, AO «MocsHeprocObIT», MPUIITAIIeHHBIMI.
Boporauuxuii Banepuit Onyapaosud, AO «HTL @CK EDC», uneH cexuuu.
I'enrpunoBuu Eprenuii Jleonunosud, AO «MapoTeKC», weH cexmumu.

I'puropeeB Anapeit Onerosuu, AO «MHb0oTeKC», npurnameHHbIH.

N kR LD =

I'yceBa Exarepuna, xypHan «nekrposHeprus. [lepenaua u pacnpeneieHue»

NpUTJIalIeHHBIN.

o0

EBenok Exarepuna IOpreBHa, [IAO «MocaHepro», yueHsli cekpeTapb CEKIIUH.

9. ExoB Anexcaunp Hukomaesud, ®I'BY «Poccuiickoe sHepreTHdeckoe areHTCTBO»
MunsHepro Poccuu, npurianieHHbIA.

10. Banos Annpeit Uropesud, AO «MHpoTeKCx», npurnameHHbI.

11. Banos Usan [1erpoBuu, OO0 «TpaHcHE)THIHEPro», YIEH CEKIIUH.

12. KumkypHo Onyapa ArroroBud, Accoranms «HIT CoBeT ppIHKa», WieH CEKLIUH.

13. Kpacunenukos Spocnas Cepreesud, AO «MHpoTeKCy», mpurnameHHbIH.

14. Ocuxka JleB Koncrantunosuy, HUY MOMH, uineH cexuum.

15. Ilnakuoun Poman Cepreesud, OOO «H1] «3HeprocepBuc», MpUTIIAIICHHBIM.

16. Ilokatunor Anekcannp Bacusesud, [TAO «MocaHepro», pyKOBOIAUTEb CEKIIMH.

17. Tamun AntoH Bsauecnapoudy, OOO «CHTHIHEPTo», WIEH CEKLIUH.

18. YepneunoB Bukrop d)eﬂopéByrq, OI'BY «BHUMMC», ulieH ceKuuu.

19. lllutHukoB AnexcaHap SIKoBIeBHY, WIeH CEKIIAH.



