O
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VI MeXxxayHapoaHas
Hay4YHO-TeXHUYecKasa KoHPpepeHUUs

«PEJIEMHAA 3ALUUTA U
ABTOMATUKA»

IlpuMeHeHne cucTemM
HOAJAEPKKH NMPUHSITHS
pelIeHUH B Mpomeccax
ylnpaBJjJeHUsI 00beKTaMHU
JIEKTPOIHEPIreTUKH IS
oO0ecnneuenust Ub

KapaHTaeB
BnagnMump



CTpYKTYpPa goknaga

1. BBeoeHue;

2. Cnoco6 MmooenmpoBaHUS Yrpos;

3. WNcnonb3oBaHWe TEXHOMOMMM UCKYCCTBEHHOIO
NHTEeNNeKTa 0na NnpmMHATUG peleHnm B oTpacu
D/1IEKTPO3HEPIreTUKMY;

4.  KOMMbIOTEPHbLIN 9KCMEPUMEHT;

5. TlpakTnyeckad 3Ha4YMMOCTb.



MHOroneTHme oTpacneBble TpeHabl

. KonnyecTtBo BbICOKOABTOMATU3MNPOBAHHbIX OObeKTOB 33 byaeT
pacTu.

. byoeTt yBenunuumeaTtbca gona Ml yctpouncTts P3A.

. Bo3MOXXHOCTb NpoBeaeHUa KA coxpaHuUTcS.

. [ToTeHUMan HapywmTenem MoyKeT BblpacTu.

. CneuyunanucrtoB B o61actm MHPOPMaLIMOHHOM 6€30MacHOCTU U

Knbepbe3sonacHocTn OyaeT no npexxHemy He xBaTaTb.

(OkcnepToB Bcerga He 6bIBaeT MHOTIO)



BamnaHue TpeboBaHN HITA Ha

MeToaAMnN4HeCKMne

BOMNPOCHI CO3aHWNH

3aWwmleHHbIx M2Y, ACY, NYC

POCCHIICKASI ®EEPALIVSI
®EJEPAJBHBIA 3AKOH

O 6ezonacHocTH KpuTHYecKoi HHpOpManHOHHOH
HuppacTpykTyps Pocchiickoii ®enepanun

[Ipunar Nocynapcteennoii dymoii 12 mons 2017 ropa

Ono6pen CoBeTom depmepalinu 19 wmosna 2017 roma

depepanbHbl 3aKOH PerysiMpyeT oTHOLLEHUSA B o61acTu

obecneyeHus 6e30MacHoOCTH KPUTUYECKOMN
MHPOPMALIMOHHOM NMHPPACTPYKTYPbI Poccunmckom
depepaummn (nanee TaKXKe - KpUTudeckasa

MHPOPMaLUMNOHHAA UHPPACTPYKTypa) B Uengax ee
YCTOMYMBOIO PYHKUUNOHUPOBAHUA MpU nNpoBeaeHMM B
OTHOLLEHUUN €e KOMMbIOTEPHbIX aTaK.

KoMnbloTepHadq aTaka - LlenieHanpaBneHHoe
BO3OENCTBUE TMPOrpPaMMHbLIX U (UNIK) nNporpaMMHoO-
annapaTHbIX CpeacTB Ha OObEKTbl KPUTUYECKOM
MHPOPMALIMOHHOM NMHPPACTPYKTYPHI, ceTun
D/IEKTPOCBA3UN, WUCMOMb3yeMble ON9  OpraHusauumu
B3aMMOOENCTBUSA TaKUX OOBEKTOB, B LeNnax HapyLleHunsa u
(Mnn) npekpaweHna mMx PYyHKUMNOHUPOBaAHUA U (NNn)
co3gaHua  yrposbl 6e3omnacHocTn ob6pabaTbiBaeMon
TaKUMUN 06beKTaMn MHPOPMaLLUUK;



AKTYyaJlbHbl€ YIrPO3bl UM UCTOPUA OOHOIO

HP

Pe3ynbTaTbl NccriegoBaHMAa OTpaXkakoT
SKCrNepTHyro nosnumniro aBTOPCKOIo
KOJ1MeKTUBa.

Hanbonee 3Ha4YMMbIKN MNPaAKTUYECKUMN
pe3ynbTaT paboTbl — 3TO cnenyrLnm

BbiBOO: HapylLleHWe YCTOMUYMBOCTM
bYHKLUNOHMPOBaHUA 06beKToB
3/IeKTPO3HEPreTMKU C  BbICOKUM
YPOBHEM undppoBmusaLmnm
BTOPMUYHDbIX cuUcTtemM n3-3a
BO3eNCTBUA Ha HUX KubepaTak
BO3MO)XHO.

JOCTUrHYTbIM pe3ynbTaT 3acTaBngeT
MO WMHOMY BOCMAPUHUMATb PUCKMU
LNPpPOBOU TpaHchopMaLuunm
3/IEKTPOIHEPreTUYECKOM oTpacnu.

AHO BO «YHusepcurer UHHONOAUCH

420500, r. UnHONONUC, YN. YHUBEpCcUTeTCKan, 4.1
university@innopolis.ru; university.innopolis.ru
OKMNO 26762138; OrPH 1121600006142;
WHH/KNM 1655258235/161501001

+7 (843) 203-92-53

PEIIEH3US

Ha aHanuTHYecKui OT4eT «AHAIH3 BO3MOKHBIX HapylIeHHH paboToCnoCOOHOCTH B
pe3yJibTaTe 1eCTPYKTHBHBIX BO3/IeHCTBHI KOMIBIOTEPHBIX aTaK HA HHPpPOBLIE
CHCTeMBI YNIPABJIeHHS H 3alIHTHI 00bEKTOB 3JIeKTPO3HEPreTHYeCKOro KOMILIEKCay,
MOATOTOBJIEHHBIN COTPYIHUKaMH Jaboparopuu kubepbesonacHoct ACY TIIT
Solar Industrial Cybersecurity

Mpe3eHTauma MOIC 2019 KapaHTaes B.I.

«Bonpochbl peanunsaumm Knbep3almnLLeHHOM
umMdppoBOM MOACTAHUMM HA OCHOBE POCCUMNCKUX
TEXHOMOMMMN»

Connect KapaHTaeB B.I', KapneHko B.U. AHanus
HapyLUeHU paboTocnocobHoOCTU 06BHEKTOB
3MIEKTPO3HEPreTUKMN BCcneacTeme KM6epaTaK/Connect
2020 r./N21-211-12 c.



AKTyalbHble 33034 MNpU
obecrneyeHmm 6esonacHoct OKNWM

B 22

Heob6xoamMMocCTb opraHun3saunm:

v

Pa3paboTkM MeToamyeckom OCHOBbI OSI9 MoaenMpoBaHUA
Yyrpo3 C y4eToM oTpacneBoun cneumndpmkn.

YnpasneHuna ya3pumMoctaMm B ACY u CAY B ycnoBuax
OrpaHUNYEHHbIX PecypCcoB.

OpraHunsaumng pearnposaHma Ha KA B ACY n CAY B ycnoBmax
OrpaHUYEHHbIX pPEecypcoB WU OCOBeHHOCTEN YyrnpaBleHUS

TEXHOJTIOTNMYECKUM MpoueCCOM.

OpraHunsauunga paccnegoBaHuUa aBapun U nocnegctemm K.
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OCOb MOLEJIMPOBAHWYA

- PO3 KMBEPBE3OITACHOCTW

Pe3ynbTtaTr
peannsaumm
yrpo3bl

NocnepctemA yF|3BI/1MOCT
Bo3aencreue Knbepyrposa

KapneHko, B. WN. pa3paboTka 3KCMEePTHOM CUCTEMbI AOSI9 OLUEHKU BAUAHUSA OECTPYKTUBHbIX
BO3OENCTBMM KOMMbIOTEPHbLIX aTakK Ha MOACTAaHUMKM C BbICLUMM KnaccoM HanpsxeHua 500 kB ¢
OeLeHTpannM3oBaHHOM apXUTEKTYPOM BTOpUUHbIX noacucteM / B. UN. KapneHko, B. I'. KapaHTaes //
CoBpeMeHHble TeHOeHUUU pasBUTUS UUNPPOBbLIX CUCTEM pesieMHOMN 3alUnTbl U aBTOMATUKU
MaTtepuanbl Hay4YHO-TEXHUYECKOM KOHPepeHUUn Monoabix cneumannctoB B paMkax dopyma
«PENTAB2OKCMO-2021», Yebokcapbl, 20-22 anpena 2021 ropa. - Yebokcapbl: YYyBallCKUMA
rocygapcTBeHHbI YHUBepcuTeT uMeHn U.H. YnbaHoBa, 2021. — C. 186-199. - EDN SHDEND.

Hapywwutens
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KapneHko, B. N. pa3paboTka 3KCNEPTHOM CUCTEMbI O/19 OLUEHKU BIAUAHUA OECTPYKTUBHbIX BO3OENCTBUMN
KOMMbIOTEPHbIX aTaK Ha MOACTAaHUMKM C BbICLULMM KaccoM HanpsxeHua 500 kKB ¢ geueHTpann3oBaHHOMU
apXUTEKTYpon BTOPUYHbIX roacucteMm / B. U. KapneHko, B. I. KapaHTtaeB // CoBpeMeHHble TeHaeHL MU

HHKIK, aH. Ha Abl

/ npeameTHol obaacTu

TexHuvecran
FORGIACHTAUMA
ofmenra(®.scd)

MaTepuanbl

Hay4YHO-TEXHUYECKOM
KOHpepeHUNM MonoabiX cneyumnanmncToB B paMkax ¢opyma «PEJTABIKCIO-2021», Hebokcapsbl, 20-22 anpend
2021 ropa. — Yebokcapbl: HyBalLCKMUM rocyaapCcTBEHHbIN yHUBepcuteT uMeHn U.H. YnbaHoBa, 2021. — C.8186-
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3a0a4uM TeKyLero atana npu
Cco30aHMM coBpeMeHHbIXx N3Y, ACY,
NYC

OnpenennTb:

CocTaB OCHOBHbIX GYHKLUN (MUHUMaANbHO HEOBXOOUMBbIX M OOCTaTOUYHbIX).
Kputepumun oL,eHKM COCTOAHUSA.

Cnocobbl OLIEHKM KpUTepueB KaydecTBa, KOTopble [OO/MKHbI 6biTb
rapaHTUpoBaHbl NPUY BO30eNCTBUEM KOMIMbIOTEPHbIX aTakK.

TpeboBaHMA K MexaHM3MaM 6e30MacHOCTU, KOPPEeKTHaa peanm3auud
KOTOPbIX MO3BOJIUT rapaHTUpoBaTb 3adaHHble KPUTEPUM KayecTBa B
3aaHHbIX Npeaenax.

OTpacneBylo  OpPraHM3aLUMOHHYIO CTPYKTYPY W MeToObl  OLLEeHKWU
COOTBETCTBUSA TpeboBaHUAM.

Bce npuBegeHHble NyHKTbl cnpaBen/nBbl Kak ana NJY P3A, Tak U Aangd
oTpacneBbiX ACY n NYC, B CBA3U CXOXKECTbIO TEXHO/TIOMTMYECKOTO CTEKA:

AnnapaTHoe obecrnevyeHune.
CunctemMHoe NO.
MpuknagHoe MO.



CTagnmn YKUM3HEHHOTIO LKA

0OBEKTOB 23

Ha PucyHke BblgeneHbl CTagum XXN3HEHHOTIO LIMKJ1a OObEKTA 3/IEKTPOIHEPIreTUKU U
3a0a4m obecneyeHNa MHPoOpPMaLLMOHHOM 6e30MacHOCTU B UX TedYeHUn. [1na peweHunsa
0603HaYeHHbIX 33434 npeaaaraeTca MCMosib30BaTb CUCTEMY MNOAOEPXKKU MPUHATUSA
pelleHnn «YrnpaBneHme HageXXHoCTbio U KnbepbesonacHocTbio» (CMTMP YHKB)

C6op TpeboBaHMi

Bsopg B
3KCMyaTaLuio

MpoeKTnpoBaHue

SKcnayaTauma

CTponTtenbCcTeo

TOwnP

Hanagka

BbiBOA 13
aKcnayaTauum

MogennposaHue

yrpos
KnbepbesonacHocTH

YnpasneHune
yassumoctamum MO
(8 P3A, ACY, N3Cu

Ap.)

PearnpoBaHue Ha
KOMMNbOTEPHbIE
WHUMAEHTBI

PaccneposaHue
aBapui

12



BUObI 3AOAY MPUHATUS
PELLIEHMW (3MP)

3apgaum NpUHATUA pelleHUn aenaTca Ha:
- XopoLwlo popManm3oBaHHbIE
- lnoxo popManmsoBaHHbIE

YcnoBus NpUHATUSA pelleHUN KraccnpuumpyroTcs:
« YcnoBuga onpepneneHHoOCTU

« YCnoBuUa pUCKa

« YcnoBuga HeonpeaeneHHoOCTHU

Mnoxo dpopmManusyemMbiM 3P ob6bl4HO cOOTBETCTBYET MPUHATUE
peLleHnin B YCMOBUAX HeonpegeneHHoCTU WM pUCKa WU
KayecTBeHHOe 3agaHue Luenu

BawnbikoB A.A., OCHOBbl KOHCTPYUPOBAHUA UHTENNEKTYalIbHbIX CUCTEM MOAAEPIKKU
MPUHATUA PEeLUEHUM B aTOMHOMN SHepreTmuke

13



OTpacnesBble 3aga4n NpnHAaTMna peweHmnn (3MN1P)

['pynna 3apgau:

MpoBecTn MogenupoBaHume yrpos MbB (nossonaeT rosopmtb 06 3C 1 oHTOMNOrMM),
OueHUnTb NoKasaTenun «PyHKLUMNOHANbHOM HAAEXHOCTUY,

OUEHUTb  BO3MOXHOCTb  HacCTyr/ieHUa  Knbepdmsmnyeckmx nocreacTsmnim
(no3BongaeT roBopuTb 06 9C 1 OHTONOIMK),

OueHWnTb NoTeHUManbHble yu.l,ep6b|,

[MpoBecT KaTeropupoBaHme ob6bekToB KWUWU cucteM pacnpepeneHHbIx
BbICOKOABTOMATU3MPOBAHHbIX OOBEKTOB 23/M1EKTPO3HEPreTMKMn B CNegcTBum
npoBeaeHma KA.

PeweHunqa, KoTopble NpencTtouT NpUHATD:

OnpepennTb U yTBEPOUTD:
MepeyveHb aKTyanbHbIX cLueHapueB KA, TEXHUK U TaKTUK HapyLlinTenemn
MepevyeHb BO3MOXHbIX Knbepdmanyeckmx nocnenctsmm,

[NepeyeHb HegonyCTUMbIX cobbITUM B paboTe noacucTem
BbICOKOABTOMAaTU3MPOBAHHbIX OOBEKTOB 3M1EKTPO3HEPreTMKM B CNlegcTBuuU
npoBeaeHUa KA»

YpoBeHb yLlep6oB

Bua 3INP: nnoxo popmanmsosaHHaa 3P



OTpacneBble 3aga4M MpPUHATUA
pelteHnn (3M1P)

'pynna 3apgav:

« «OpraHunsauyung ynpaesneHma yassmmMoctamMmum B NO Ml NY P3A
pacnpegeneHHbIX BBICOKOAaBTOMaTU3NPOBaAHHbIX OObEKTOB
D/1IEKTPO3HEPreTUKM»,

- LUTaTHaa cutyaumus
- BHeluTaTHbIX cUTyaLUsA
PelleHUs, KOTopble NpPeacTouT NPUHATD:

- Bbli6paTb 06beKTbl 33 U KOHKpPEeTHble BUAbl MM U3Y P3A (Buabl
3alMT) 019 NpoBeaeHua paboT B YC/TOBUAX CYLLIECTBYHOLLIMX
OO6BEKTUBHbIX PECYPCHbIX OFrPaHUYEHUI B onpeaeneHHbIX
3apaHee cuTyaumnax

Bua 3INP: nnoxo ¢opmanmsoBaHHaga 3P



OTpacneBble 3aga4M MpPUHATUA
pelteHnn (3M1P)

['pynna 3apgav:

« PearmpoBaHune Ha KM B nogcucteme P3A
BbICOKOABTOMATU3NPOBAHHbIX OOBbEKTOB 3/1EKTPO3HEPIreTUKMN.

PeweHund, KoTopble NpeactTouT NpUHATD:

- BbibpaTb 06BbEKTbI 23 U KOHKpPETHbIe BUAbl MIMT N2Y P3A (Buabl
3aWmT) ona npoBeneHmMsa pabdoT B yC/IOBUAX CYLLIECTBY IOLLMNX
O6BEKTUBHbIX PECYPCHbIX OrPaHNUYEHUN.

- [MpoBecTn OEeNCTBUSA B paMKax onepaTUBHO-TEXHOTOMMYECKOro
yrnpaBneHusa B ycrioBUaxX nposegeHuna KA B OTHOLLUEHUN
BbICOKOABTOMaTU3MNPOBAHHbIX O6bEKTOB 3/1IEKTPO3HEPreTUKMN.

- [MpoBecTn OeNCTBUA B paMKax 3Tana «paccnenoBaHmMa aBapmin».
Bun, 3N P: nnoxo ¢opmMmanmnsoBaHHaga 3P



CTpaTermyeckme 3agadm

Pa3paboTka NpakTU4ecKmMx Noaxonos K:

[lMepeBoaQy NPUHATUA pelleHnn no ynpaBneHutro O3 B
yCnoBUAX coBepLueHund KA n3 Kfacca cnabo
dopManmn3oBaHHbIX 33434 B XOpoLuo popMasiIn30BaHHbIE.

YnpaBneHume nokasatenamm "OYHKLUMNOHANbHOMU
HageXXHOCTU" N OTKA30yCTOUUUBOCTU nopgcmctemMbl P3A
BbICOKOABTOMAaTU3NPOBAHHDbIX O6BbEKTOB

DNIEKTPOSHEPreTMKNM, B TOM 4uUCIe, B  YCNOBUAX
coBepuweHuna KA.

OnTnMmsayums nokKasaTtenewu "OYHKLMNOHANTbHOU
HageXXHOCTU" N OTKA30yCTOUUYUBOCTU nopgcmctemMbl P3A
BbICOKOAQBTOMATU3NPOBAHHDbIX O6BbEKTOB
DJIEKTPOSHEpPreTKM , B TOM 4uUcne, B YCNOBUAX

coBepLeHuna KA.



PeanbHOCTb BHeOpeHWnd
TEXHOMNOIMMMM MCKYCCTBEHHOIO
MHTEeNNeKTa

K KOMMbOTEPHbIM MHPOPMALUUNOHHBIM CUCTEMAM, OPUEHTUPOBAHHbLIM Ha
pelweHune 3agad MpuHaTtna PeweHnm B Hanbonee obwemM Buae oTHOCAT:

- CucteMmbl npuHaTma peweHmnm (CIrip)
- CucteMbl nogoepXXKu npmnHaTmna pewweHun (Cririp)
« DKCMNepTHble CUCTEMBbI, KOTOPbIE MOryT 6bITb YacTbto CIMIMP

[To MHEHUIO aBTOPOB peLUeHME MOCTAaBfIEHHbIX 33434 BO3MOXHO MyTeEM
pa3paboTKun

NHTennektyanbHou CIIMNP - skcnepTtHoM CIIMP, OpUeHTUNPOBAHHOM Ha
MOUCK PEeLUEHMN B YKa3aHHbIX NpegMeTHbIX obnactax: MHdopMaumnoHHada
6e30MacHOCTb, Kunbepbe3onacHoCTb, GYHKUMOHaNbHaaA HaOeXHOCTb,
OornepaTUBHO-TEXHOMNOINMYECKoe YyrpaBfeHMne, UCNonb3yowasa 3HaHuga
BbICOKOKBaTMPULUPOBAHHbIX cneunasriMcCToB-3KCMNepToB 3TUX
npegMeTHbIX o6nacTen.



exHonormm N B 31NP no ynpaBneHuto
OObeEKTAMU INEKTPOIHEPIrETUKMU

OcHoBy UC CII1INP cocTtaBnqatoT:
« 'mbpuaHbIM cnocob6 MoaenmpoBaHusa yrpos (cnamgNee).

« Cnoco6 KonmnyectBeHHOM oueHKW BITUAHUNA Mep Mo
yrnpaBieHNo YA3IBUMOCTAMU MPpOorpaMMHOro
obecneyeHMsa Ha NoBbILLEHME KO3¢¢VILI,M€HT8 FTOTOBHOCTU
NPOrpaMMHO-annapaTHOro MUMKPOMpPOLECCOPHOIro
MHTennekTyanbHoro yctponctaa (MAK Ml N3Y), e A
OCHOBAaHHOIO Ha MaTeMaTU4YeCKoOU MMMTaLLMOHHOﬁ
Mooenu (cnamngNe20).

LleHTp ynpasneHua cetamu (LLYC)

SCADA - OUK

« Cnoco6 KonmyecTBeHHOM OLUEHKU BAUAHUSA
KOMMbIOTEPHbIX aTakK Ha HaAEeXXHOCTb PYHKLMNOHUPOBAHUSA
MnporpaMMHoO-annapaTHOro MMKpPOMNpPoLEeCCOPHOro

MHTeNnNneKTyanbHoro yctpouctea (MAK Ml N3Y)
penemHoun 3aWmTbl M1 aBTOMaATUKKU (cnamngNe19).

ACY TN coub ACY TN coub ACYTN coub

« 3agencTBOBaHbI MOAXOObl MHXEHEPUUM 3HAHUN
(OHTONOrMYeckn Nogxoa) ANa MoaoenmMpPoOBaHUA Yrpo3
KnbepbesonacHocTn nogcmuctemMbl P3A LIMC (cnanabiNe7-
9). 19



KOMMbIOTEPHbIN SKCMEPUMEHT.
YrpaBneHme HagexxHoCcTbto N3Y

Jwarpamma nsmeHeHuna Kr npu ycrpaHeHunn CVE

Kr YcTtpaHeHHadqa ya3sumMocTtb CVE
0,46933 McxoaHoe nonoyXkeHue

0,50625 CVE-2019-10930
0,50657 CVE-2019-10931 05 /
0,54985 CVE-2021-33719 D
0,55023 CVE-2019-12255 07
0,60167 CVE-2019-12260
0,66372 CVE-2019-12261 s %
0,74004 CVE-2019-12263 2 s
0,74004 CVE-2019-12265 —e—kr1
0,74073 CVE-2019-12258 ™ 04
0,74142 CVE-2019-12259
0,7421 CVE-2019-12264 03
0,83883 CVE-2019-12257 .
0,83972 CVE-2021-33720 ’
0,8406 CVE-2021-37206 0n
0,8406 CVE-2021-41769
0,84149 CVE-2018-11451 0
0,84238 CVE_20-|8_-|6563 5 5] 7 8 9 10 11 12 ) 13 14 15 16 17 18 19
0196925 CVE_20.|9_.I 0938 Ne wara HMCNpaBneHMA YAIBMMOCTEN

KapaHTaes, B. . KonnyecTtBeHHbIN aHanm3 BANAHUA KOMIMbIOTEPHbIX aTaK
Ha HageXXHocCTb PpyHKLUMOHMpPOBaHUS NIY P3A undbposon noacraHumm /
B. I. KapaHTaes, B. 1. KapneHko // PenenHasa 3awwmTa n aBToMaTmsaums. -
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3agaya onTMMmM3aL MM MCrob30BaHUA pecCcypcoB
014 NMoBblLLEeHMA TOTOBHOCTUM NoacmcTtemMbl P3A B
YCJITOBUNAX BJITMAHWNA KOMITbOTEPHDBIX aTaK

OTpacneBas 3aaava: NnaHnpoBaHMe paboT no obecnevyeHmMo 6€30MacHOCTU
30K (U3Y P3A) (ynpaBneHune yaspumMmoctamm (YY), oOHOBNeHUme
nporpaMmMHoro obecnedeHumna (OlMNO)) Ha aTane Mx aKcnnyaTaumnm B yCnoBUAxX
OrPaHUNYEHHOCTM TPYOOBOIO pecypca MHXXeHEePHOro nepcoHana;

3apgavya  uccnepoBaHusa: ONTUMU3UPOBATbL  UCMNOMb30OBaHUWE TPYAOBbIX
pPecypcoB WHXeHepHoro nepcoHana agna YY wu OO cucremMHoro wu
npuknagHoro [NMNO W3Y P3A B uUendax MaKCUMMM3aUuMU TOTOBHOCTU
nogcuctemMbl P3A OeNCTBYIOLLMNX OO DHEKTOB 3/1EKTPO3HEPIreTUKMW.

Kputepun ontmmMmmnsauumm.

1. MakcmManbHbIN CTauUNOHAPHbIN KO3PPULIMEHT FOTOBHOCTU OCHOBHOMU U
pe3epBHON P3A 2/1EKTPUYECKOTIO NpuUcoeguHeHUq.

2. MakcuManbHag 3arpyska MHXXeHepHOro nepcoHana c y4eToM Ux pecypca.
3. MMWHUMaNbHbIX MNPOCTOM CUNOBOIro o6opynoBaHUS.



3aga4va ontMm3laumm. BxogHble

HaHHDbIE

BxoaHble AaHHbIE:

- SSD dpamn noagcraHumm;

« CIM Mopenb aNeKTpUNYEeCKOU CeTu;
« CID ot N3Y P3A;

« OnwucaHume yassmnmocten NN2Y P3A mns
OTKPbITbIX UcTovHUKOB (MITRE CVE, BDU
FSTEC);

- NHdbopMaLuma o pecypcax MHXeHEepPHOoro

nepcoHana gna nposegeHus pabdoT no YY um

Orno;
- KapTa gopor Mexay nogcraHumnamu;
- [pPadPuUK pEMOHTOB CUIOBOIO
obopynoBaHUS;
- padpuk TOUP P3A;

« NHPopMauma o AOCTYMNHbIX NaTyax
6e30MacHOCTU;

MpunopuTeTbl KpUTEepueB Bbibopa
obbekTa g pabor:

o U A W N =

MoLllHOoCTb 06beKTa = MOMCK max

Knacc Hanps)XeHMa o6beKTa = MOUCK max
O6beM paboT no NY P3A - nonck max
Tun o6bekTa = NOUCK Max

MoLllHocTb o6opyaoBaHUA = MOMUCK Max

Knacc Hanps»eHna obopynoBaHMUA = MOUCK
max

KoadpPnumeHT roToBHOCTU
pe3epBmpoBaHHOM P3A - nomnck min

KaTeropuum notpebuTtenen (4em Bbille
KaTeropma u Bbille O0M18 = NOUCK max

Bpema B nyTn Ao o6beKTa = NOUCK Min



3agada onTMMmM3aummn. PesynbtaTbl U

3PPEeKTHI

Pe3ynbTaT paboTbl aNropmnTMa: XXypHan nepemMeLlleHmnm n paboT a9 MHXKEeHEPHbIX
6puran Ha 30 aHen.

XXypHan cooep)XuT 3anunucu Bunpa: o6bnekT ([1C) — npucoegamHeHue — U3Y P3A — Bua
pa60T — CTATYC (BbINO/IHEHO/B paboTe v Ap.)

ddPekTbl oT npuMeHeHusa CI1Mne:

1. CoKpalleHune BpeMeHU Ha NPUHATUE peLlleHna O OeNCTBUAX MHXKXEHEPHOTIO
nepcoHana ansa pab6ot no YY mn OMNoO;

2. lMoBbiweHue ycTtonumeoctn MY P3A npu npoBegeHUN B OTHOLLEHUN HUX
KOMMbIOTEPHbIX aTak;

3. CokpalleHMne pacxofa roptoye-cMasoyHbIX MaTepuanoB ana obecrnedyeHuUs
TPaHCMOPTUPOBKU UHXKEHEPHOIo NepcoHana;

4. lNoBbllLUeHME HAOEeXXHOCTH 3J'IeKTpOCHa6)-KeHVIF| B nNnoaBeaoMCTBEHHOM paV|0He;



KOMMbOTEPHbIN SKCMNEPUMEHT.
YrpaBneHume HagexxHocTbro N2Y P3A

nnections
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attacker
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¥ © equipment
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impact
@ resuit_of
v @ system_component

workstation
threat

Indmduals Indmduals (inferred)
Direct instances. CVE_2019_10930
" X

For wulnerabisties

CVE_2019_10930

@ CVE_2019_10931

Description: CVE_2019_10B S|

® vulnerabilities.

Property assertions: CVE_2019_10930

= croate Data_tampering_IED1
mmused_by Hacker

== present IED1

mmused_by Engener_RZA

== create Data_leakage_JED1

. Access "Network”™
= Complexity “Low”
WCVSS “7.5"
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Pacwvperua

OkHO

-H2BRE 9 - Debug ~ x64 ~ P NokansHewi othaguuk Windows ~ [>

<iostream>
<fstream>
string>
<vector>

//#include <stdlib.h>

//NepeeopaunsaeT MaTpuuy A pasMepHocTbld NxN B 06paTHyl MaTpuuy
void inversion_new(doublexx A, int N);

//Npou3BoaMT Ha ypoBHe MaTpuy Bh4MTaHue: matr = matr_1 - matr_2
void minus_matr(doublexx m

//YpangeT maTpuuy pasMepoM n*n

template <typename T>

void delete_matrix(T** matr, int n);

//NevyaTaeT B txt MaTpuuy pasmepHocTbio N*N

void write_matrix(doublexx & ix, int N);

//NevaTaeT MaTpuuy pasmMepHOCTbid N*N B KOMaHAHYK CTPOKY
AR AR R

(TnobanbHan 06nacTb)

, doublex* matr_1, doublex* matr_2, int n);

cooe«s

00
[}
Q0 0
Q
900

Korcons otnaaku Microsoft Visual Studio

) 0 0.00027957 © 0 0.99972 0

0.416452 ¢
0.416452

99972 @

-154242 o
77892 0. 0 0.154242 @
0.377892 @. -154242 @

(]
00000
0000

00000000

.000215746, 0.001743.

C:\Cc\New_rele)

TOMaTU4YECKKU 3aKpi
HaxmuTe nbyw kn

64\Debug\Nei ele.exe (npouecc 45752) 3asepumun paboTy
HTO6bl aBTOMaTUYECKM 3aKpbiBaTb KOHCO/b MPU OCTAHOBKE OTNaAKWU, BKAWuUTe napameTp "Cepsuc”
bITb KOHCO/Ib MPU OCTAHOBKe OTNaaku™.
aBuly, 4TObbl 3aKpbiTb 3TO OKHO:

MNapameTpsi"

->"0Tnaaka" -> "As
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YHUKAJTIbHOC

POCCHICKAS GEIEPAIESA

?P‘ﬁg‘

B BE RE RE BE

HA M3OBPETEHHE

Ne 2798437

IIPOI' PAMMHO-ATIIIAPATHBIN KOMILIEKC
CHUCTEMBI IOJUIEPKKHU NTPUHSITUSI PEHIEHUI 1O
VIIPABJIEHHIO ITOJCUCTEMOM PEJIEHHOM
3AIIUTHI H ABTOMATHKH [IU®POBOI
MOJICTAHIIUH B YCJIOBHSIX IIPOBEJIEHUS B
OTHOIIEHHUH HEE KOMIIBIOTEPHBIX ATAK

Harentootnanarenn: Kapanmaee Baaoumup Iennaoveeuy (RU),
Kapnenko Baaoucnae Hzopesuy (RU)

PR 1t B HE B R HE R AT BR HE BRONE BE R HR MR HE MR NE RO HE W NG B NE HE NN

Asrops: Kapanmaeg Baaoumup I' 0. (RU), Kap
Braoucnae Hzopesuy (RU)

3asska Ne 2022114852
Ilpuopurer wsobperenns 01 mions 2022 r.
Jlara rox HHI

pee
Denepaunn 22 mons 2023 r.
15 HCKIIOYHTETLHOTO NPaBa

nue ucrexaer 01 mons 2042 r.

Pykosooumens Dedeparbroti cynosi

N0 UHMEANEKMYATLHOU COOCMBEHHOCTIU

BB B RE T Rt BB RR RR R B OER

b PE3YJIbTATA

MaTeHT Poccmnmnckou
nlobpeteHmne N°

[Mony4eH
depepaumm  Ha
2798437

«[MporpaMMHoO-annapaTHbIK KOMIMJ1EKC
CUCTEMDBI noanepXXKu APUHATUSA
peLleHnn no yrpaBeHULo
noocucteMom penenHou 3alunTbl U
aBTOMAaTUKUN LUMNPPOBOUN MOoACTaHUMU B
yCNoBMAX MNpoBeaeHUs B OTHOLUEHUMU
Hee KOMMbIOTEPHbIX aTaK»
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OuUeHKa YPOBHSA 3peToCTU

Pa3paboTaH OeMOHCTPAUMNOHHbIN
NPOTOTUM CUCTEMbI MoAOEPXKKU
ApPUNHATUA peLleHnmn MO fowewend
yrnpaBrieHUwo nogcucTtemMomn

penemHoOn 3alWnTbl U aBTOMATUKU
LMPpPOBOM noacTaHUMm B
YCTOBUAX npoBeaeHmda B

3anpoc Ha cbop
ypHanos ana OXYP

Wrrepdeiic
nonb3osarens (bok 14)

Tekyliee cocToAHne
obbekTa

Mogay7b pacnosHasaHis
CATYaUMM 1 OATOTOBKN
pexomenaaupii (Bok 9)

Moayn pacuera
HagexHocT (610K 8)

Bxog 2

Bbixog 1

Bbixoa 1noAcMcreMa B BACHEHMI
(Bnok 10)

IKCNEPTHBIE 3HAHMUA U
HGOPMaLVA 13 CrieumabH
MCTOYHMKOB

Bxoa 1

Wnepdeiic nweHepa

I
I
I
I
I
I
|
I
I
I
I
f
I
I
I
I
|
Bbixoa 2 |
I
I
I
I
I
I
I
I

| 3HaHMi
(Brok 1)
OTHOWEeHNMN Hee KOMIMbTEPHDbIX , R —
‘ 11 06paboTKY ypHaNOB JuwreucTasecti o Bbixop 3 BX0R 2 Maumwa noruseckoro ~CoctoaHnm 6a3bl 3HaHMi, CUrHanbl @
| noruposatiua (Brok 17) npoueccop (oK 11) obi80A (610K 7) BbINONHEHNM/OTMEHE KOMaHA,
dTaK |
.
éblxou, 2
I
() Lon,cL 2 Bbixoa
CHOBOMU ABJTHETCH OHTOJIOIUN4A,
Whepdeiic obmera [— R e (Bnok 2)
. LaHHbIMM clgmyp (Brok i Gopmael o oot Gopuposas
KOTOpPad BK/TIOHaeT B Ce 04 ! megwieen || oo
b (670K 12) (Brok 6) Wurepdeiic nonyerus | Blog 1 MHbopMaLus U3 BHewWwHwX 6a3
o [aHHbIX 13 BHeWHeii @ 3HaHWit 06 yrpo3ax, yA3BUMOCTAX,

6asbl 3HaHuii (Brok 16) TaKTUKaX U TEXHUKaX HapyluTenel

Bbirpy3ka ypHana paboTh

O O O
Bxog 2 Bbixog 1 Bbixog, 1 Buixoa 2

Bxoa 2 Bbixog 1

Ba3a AaHHbiX
NPOMENKYTOUHOTO

- OnucaHue noacTaHuMm 7
cnnoBoro o6opynoBaHUS; o

- OnucanHnme WU3Y P3A wm wux — i R
YA3BUMOCTEW;

- OnmncaHme ™Mopgenewn yrpos Ons
Kaxgoro N2Y P3A u gp.

Wnepdeiic obmera
AaHHbIMM ¢ ACY T
(670K 15)

WhTepdelic npuema
AaHHbIx o1 COMB (Baok

Cuctema ynpasnenua
6asamu 3Hanwii (Bnok 4) @

3anpoc Ha c6op KypHaNoB OT




PaKTNHECKAH SHaAYNMMOCTDb
PEe3yJ/1bTaTOB NCCJ1edO0BaHWNYA

- [lMpuMeHeHMe pa3paboTaHHOro MNPOrpPaMMHO-aNMNapPaTHOro KOMIEKCa WHTEeNNIeKTyallbHOU
CUCTEMbI MOAAEPXKKU MPUHATUSA pPeLlEeHUN «YNpaBfeHMe HAOeXXHOCTbIO U KMbepbe3onacHOCTbIO»
(Danee -NC CIIMNP YHKB) no3BOsIUT Ha MpPaKTUKe aBTOMATU3MPOBATb MPOLLECC UCMNONb30BaHMA
MOSTly4YEeHHbIX OPUrMHaNbHbIX CNOCOOOB:

. cnocob6 MoaenupoBaHUA yrpos,
- MEeTOAMKY OLLeHKM YacCTHbIX NoKa3aTenem PyHKLMOHaIbHOM HaJeXXHOCTH,

- cnoco6 ynpaBneHua ya3BMMOCTAMMW, ONa Uefler MakKCUuMm3aumm KoadpPuuMeHTa FOTOBHOCTU
MHTENNEKTYaNnbHbIX 3IEKTPOHHbLIX YCTPOWUCTB pPenemHOn 3awmTbl UMEPPOBbLIX MNOACTAHUUKM MNpU
MUHUMU3ALUU MPOCTOEB CUNOBOIro 060pyaoBaHUSA U PECYPCOB PEMOHTHbIX 6purag.

«NC CIMNMNP YHKB» no ynpaBneHUO HageXXHOCTb U KNbepbe3onacHOCTb MHTENJIEKTYallbHbIX
S/IEKTPOHHbIX YCTPOWUCTB penenHom 3awunTtbl umdpoBoM MNOACTAHUMM C MNPUMEHEHUNEM
CeMAaHTUYECKUX  TEeXHONOrmm MCKYCCTBEHHOIo0  UHTe/INIeEKTa, MNO3BOJIUT  MaAaKCUMMU3BUNPOBATb
KO3PPULUMEHT FOTOBHOCTU MPU MUHUMMU3ALUUM MPOCTOEB CUNOBOro o6opyaoBaHUA U PECYPCOB
PEMOHTHbIX Opurag.
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DOrHO3MpPyeEMble 3PPEKTDI

AP PeKTbl, KOTOPbIE MOTryT ObITb MONTly4eHbl oT npuMeHeHunsa «C CIMIMP YHKB»:

1. CoKpalleHune BpeMeHU Ha NPUHATUE peLleHUnd 0 OeNCTBUAX MHXKXEeHEePHOro nepcoHana
anga paéot no YY mn OMNO;

2. [oBblweHMe ycTtonumeoctm MY P3A npu npoBegeHUM B OTHOLLEHUU HUX
KOMMbIOTEPHbIX aTak;

3. CoOKpalleHuMe pacxoaa roproye-cMa3oyHbIX MaTepUuanoBs o8 obecnevyeHus
TPaHCMNOPTUPOBKM MHXXEHEPHOro NepcoHana;

4. [loBblLLEHME HAOEXKHOCTH 3J'IeKTpOCHa6)-KeHMFI B noaBeaoMCTBEHHOM paMOHe;
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CITACUNBO
33 BHMMaHMe!

KapaHTaeB BnagpnMmmp KapneHko Bnagmcnas
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